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Sources of inspiration

I edX MOOC from the University of Michigan (2016): Data
Science Ethics

I Ethical IT Innovation (2016). S. Spiekermann. CRC Press.

I L’éthique aux interfaces entre biologie/santé et sciences de
l’information (2016). H. Chneiweiss. (with his approval)

I Wikipedia
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(some) Basics about Intellectual Property Rights
Ignorance of the Law is no Excuse
Free Copyright Licenses

”All your data are belong to us”

To finish

3 / 47



Law is not Ethics. . .

. . . but I want you to be aware of some basics about data
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Finding texts

Using your favorite browser, enter the following request:

”hitchhicker’s guide to the galaxy pdf”

What can you find? Are you allowed to use it?
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Finding texts

Using your favorite browser, enter the following request:

”victor hugo les misérables pdf”

What can you find? Are you allowed to use it?
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Copyright
in the EU

Protection of the creations limited in time

I Directive européenne sur l’harmonisation de certains aspects
du droit d’auteur et des droits voisins dans la société de
l’information (1993)

I French law of March 27th, 1997

70 years after the death of the author(s)
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Copyright: evolution of the duration
for France
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Exceptions

Concept of fair use in the United States (95 years of copyright)
and fair dealing in the Commonwealth countries

I depending on the use: commercial or non-commercial (for
example, educational or research purpose)

In France (Intellectual Property Code)

I free and private presentation of a creation within the family
circle

I private copy (for your personal use or for relatives)

I short citation
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So what?

The Hitchhiker’s Guide to the Galaxy

I Douglas Adams

I English

I died in 2001

Les Misérables

I Victor Hugo

I French

I died in 1885
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So what?

The Hitchhiker’s Guide to the Galaxy

I Douglas Adams

I English

I died in 2001

Les Misérables

I Victor Hugo

I French

I died in 1885 depends on the edition...
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Public Domain (copyleft)

All the books available for download on the Project Gutenberg

Website are in the public domain

http://www.gutenberg.org/
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http://www.gutenberg.org/


What about?

images found on the Web
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What about?

images found on the Web
To check (in Google image,

Tools, Usage Rights)
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What about?

blogs
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What about?

blogs
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What about?

Doctissimo
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What about?

Doctissimo
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What about?

Twitter
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What about?

Twitter

work of art?

I originality

I form

https:

//scinfolex.com/2015/07/30/twitter-le-micro-plagiat-et-la-physique-quantique-du-copyright/
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https://scinfolex.com/2015/07/30/twitter-le-micro-plagiat-et-la-physique-quantique-du-copyright/


What about?

Facebook
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What about?

Facebook
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Facebook

Date: Tue, 27 Oct 2015 22:31:12 -0700

From: "Eric Ringger" <ringger@cs.byu.edu>

Subject: [Corpora-List] Facebook’s policy with regard to sharing

content

To: "’Manuel Burghardt’" <manuelburghardt@gmx.de>,<corpora@uib.no>

Greetings, Manuel.

Thanks for checking regarding the Facebook dataset you have gathered.

I followed up with folks here at Facebook and found that the short answer to

your question is that publishing Facebook data is essentially not

permissible. The written policy for external developers can be found here:

https://developers.facebook.com/policy

Two points from the policy regarding the API for data access are worth

highlighting: one must both "Obtain consent from people before publishing

content on their behalf" and "Protect the information you receive from us

against unauthorized access, use, or disclosure."

As I’m sure you understand, user privacy is a top priority for everyone at

Facebook. I also know the team is open to feedback from the research

community regarding these policies. I’d be happy to pass along any feedback

you may have.

Regards,

--Eric

Research Scientist, Facebook

Associate Professor, CS, BYU
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An Open Source Heritage
”Gnu’s Not Unix”

”the users have the freedom to run, copy, distribute, study, change
and improve the software”

https://www.gnu.org/philosophy/free-sw.html
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https://www.gnu.org/philosophy/free-sw.html


Creative Commons
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http://creativecommons.fr/sbsdsdfgds/


CC licenses: example
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CC licenses: example

Creative Commons:

I by: attribution

I nc: non commercial

I sa: share alike → viral

https://creativecommons.org/licenses/by-nc-sa/3.0/fr/
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https://creativecommons.org/licenses/by-nc-sa/3.0/fr/


(some) Basics about Intellectual Property Rights

”All your data are belong to us”
Definition
What Happens to Data?
Back to Consent

To finish
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Personal Data

https://gdpr-info.eu/art-4-gdpr/
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https://gdpr-info.eu/art-4-gdpr/


Sensitive Data
specifically protected ?

https://gdpr-info.eu/art-9-gdpr/
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https://gdpr-info.eu/art-9-gdpr/


Sensitive Data: exceptions

https://gdpr-info.eu/art-9-gdpr/
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https://gdpr-info.eu/art-9-gdpr/


Sensitive Data: exceptions again

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions again again

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions again again again

https://gdpr-info.eu/art-9-gdpr/
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https://gdpr-info.eu/art-9-gdpr/


Data Lifecycle

Haztowichp - CC BY-SA
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png


Ethical Hot Spots?

Haztowichp - CC BY-SA

Exercise your ”ethical” brain

Identify the potential ethical ”hot spots” in the data lifecycle (take
a concrete example to illustrate)
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png


What Consent Means (or not), by c©Boulet
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http://www.bouletcorp.com/2016/02/06/installer-windows/


Informed Consent

The Nuremberg Code (1947) states that consent can be voluntary
only if:

I participants are able to consent

I they are free from coercion

I they comprehend the risks and benefits involved
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Art. 7 GDPR: Conditions for consent (1/2)

https://gdpr-info.eu/art-7-gdpr/
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https://gdpr-info.eu/art-7-gdpr/


Art. 7 GDPR: Conditions for consent (2/2)

https://gdpr-info.eu/art-7-gdpr/
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https://gdpr-info.eu/art-7-gdpr/


Consequences in Practice

There is no consent if no decision is made:

I opt in vs opt out

I importance of the default settings

I possibility to withdraw one’s consent at anytime

https://www.grosbill.com/
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https://www.grosbill.com/


Exercise

Exercise your ”ethical” brain

Go on the Facebook homepage (disconnect if you are connected)
and evaluate to what extend the consent of a new user is informed.
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https://www.facebook.com/


(some) Basics about Intellectual Property Rights

”All your data are belong to us”

To finish
WYHTR: What You Have To Remember
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I basics about copyright

I data lifecycle and ethical hotspots

I consent, consent, consent
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