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Sources of inspiration

I edX MOOC from the University of Michigan (2016): Data
Science Ethics

I Ethical IT Innovation (2016). S. Spiekermann. CRC Press.

I Privacy by Design: the 7 Foundational Principles (2011). Ann
Cavoukian.

I OWASP Top 10 Privacy Risks Project

I Engineering Privacy by Design (2017). Carmela Troncoso.

I Wikipedia
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https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf
https://www.owasp.org/index.php/OWASP_Top_10_Privacy_Risks_Project
https://summerschool-croatia.cs.ru.nl/2017/slides/Engineering%20privacy%20by%20design.pdf
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1. Proactive, not Reactive; Preventative, not Remedial

I prevents privacy invasive events before they happen

I does not offer remedies for resolving privacy infractions once
they have occurre
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2. Privacy as the Default Setting

No action is required on the part of the individual to protect their
privacy

it is built into the system, by default
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3. Privacy Embedded into Design

Privacy is not an add-on

it is an essential component of the core functionality
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4. Full Functionality - Positive-Sum, not Zero-Sum

accommodate all legitimate interests and objectives

No unnecessary trade-offs
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5. End-to-End Security - Full Lifecycle Protection

Privacy throughout the entire lifecycle of the data involved

all data are securely retained, and then securely destroyed at
the end of the process
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6. Visibility and Transparency - Keep it Open

subject to independent verification

Its component parts and operations remain visible and
transparent, to users and providers alike
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7. Respect for User Privacy - Keep it User-Centric

keep the interests of the individual uppermost:

I strong privacy defaults

I appropriate notice

I user-friendly options
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The GDPR: https://xkcd.com/1998/
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https://xkcd.com/1998/


Art. 25 GDPR: Data protection by design and by default
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Top 10 Privacy Risks in Web Applications (OWASP)

P1 Web Application Vulnerabilities

P2 Operator-sided Data Leakage

P3 Insufficient Data Breach Response

P4 Insufficient Deletion of personal data

P5 Non-transparent Policies, Terms and Conditions

P6 Collection of data not required for the primary purpose

P7 Sharing of data with third party

P8 Outdated personal data

P9 Missing or Insufficient Session Expiration

P10 Insecure Data Transfer

Details here: https://www.owasp.org/images/0/0a/OWASP Top 10 Privacy Countermeasures v1.0.pdf
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OWASP’s Grid: strengths

→ a precise and pragmatic (immediately applicable) grid of analysis
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Privacy as an Exercise of Control

Data minimization is a ”necessary and foundational first
step” [Gurses et al., 2011]
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Data Minimization Strategies

[Gurses et al., 2011]
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Example

[Gurses et al., 2011]
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De-identification has limited value

Zip code, birth date and sex are not considered as personally
identifying information
However, 87% of social security numbers can be determined
uniquely from the zip code, birth date and sex... (edX MOOC)

De-identification can be easily defeated:

I identifying data in retained fields

I combination of multiple partial identification

I using external data sets
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Beyond Grids

Grids are attractive:

I simple

I illusion of exhaustiveness

But they are far from enough:

” Neither the risk analysis informed by engineering
practice, nor the socially informed engineering practice
can be replaced by the other.” [Gurses et al., 2011]
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I Principles

I Minimization

I References
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Gurses, S., Troncoso, C., and Diaz, C. (2011).
Engineering privacy by design.
In Computers, Privacy & Data Protection.
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