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Sources of inspiration

I Coursera MOOC from the University of Geneva (2018): Le
Bien, le Juste, l’Utile. Introduction aux éthiques
philosophiques

I edX MOOC from the University of Michigan (2018): Data
Science Ethics

I Ethical IT Innovation (2016). S. Spiekermann. CRC Press.

I L’éthique aux interfaces entre biologie/santé et sciences de
l’information (2016). H. Chneiweiss. (with his approval)

I L’éthique appliquée (2010). M. Marzano. PUF

I Wikipedia
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”All your data are belong to us”
Definitions
Motivation and Goal

A Bit of Practice

A Question of Time

To finish
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Ethics?
soft law

https://www.merriam-webster.com/dictionary/ethics
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https://www.merriam-webster.com/dictionary/ethics


What do you know about ethics?

I well-known ethical issues?

I ethical institutions?

I famous thinkers?

I well-known texts/documents about ethics? turning points?
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Personal Data

https://gdpr-info.eu/art-4-gdpr/
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https://gdpr-info.eu/art-4-gdpr/


Sensitive Data
specifically protected ?

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions

https://gdpr-info.eu/art-9-gdpr/
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https://gdpr-info.eu/art-9-gdpr/


Sensitive Data: exceptions again

https://gdpr-info.eu/art-9-gdpr/
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Why should you care?

I because you are a citizen

I because ethical products sell better [Spiekermann, 2015]

I because if you don’t as data scientists, others with less
knowledge will
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What this course will (hopefully) bring you

No ready-made solution

but

tools to think by yourself
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Your turn to think
Which ethical issues can you imagine? Which solutions?

Automatically generated and assigned groups of 6 students, 20
minutes of preparation, then present to all of us (no slides, just you
and the whiteboard):

I Chatbot Tay (EN)

I Mise en Open Data des décisions de justice (FR)

I Social credit in China (EN)

I Amazon Alexa and Google Home (EN)

I Reconnaissance faciale (FR)

I Data brokers (EN)

I Droit à l’oubli (FR)
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https://www.theguardian.com/technology/2016/mar/24/tay-microsofts-ai-chatbot-gets-a-crash-course-in-racism-from-twitter?CMP=twt_a-technology_b-gdntech
https://www.nextinpact.com/news/102640-loi-numerique-mise-en-open-data-decisions-justice- prendra-plusieurs-annees.htm
https://time.com/collection/davos-2019/5502592/china-social-credit-score/
https://nakedsecurity.sophos.com/2017/01/27/data-privacy-day-know-the-risks-of-amazon-alexa-and-google-home/
https://korii.slate.fr/et-caetera/france-reconnaissance-faciale-application-alicem-etat-quadrature-du-net-cnil-justice-decret-experimentation
https://jezebel.com/consumer-data-brokers-selling-lists-of-rape-victims-1557322995
https://www.lemonde.fr/pixels/article/2019/09/24/le-droit-a-l-oubli-ne-s-applique-pas-au-monde-entier-tranche-la-justice-europeenne_6012818_4408996.html


Data Lifecycle

Haztowichp - CC BY-SA
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png


Ethical Hot Spots?

Haztowichp - CC BY-SA

Exercise your ”ethical” brain

Identify the potential ethical ”hot spots” in the data lifecycle (take
a concrete example to illustrate)
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png
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(some) Turning Points in the XXth century
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A very old question (the oldest?) in a brave new world

From Lysippe — Eric Gaba (User:Sting),

July 2005., CC BY-SA 2.5
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Ethics is a domain from. . .
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What discipline/domain thinks a lot about ethics?
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(some) French institutions dealing with ethics

I CNIL: Commission Nationale de l’Informatique et des Libertés

I CCNE: Comité consultatif national d’éthique

I CERNA: Commission de réflexion sur l’éthique de la recherche
en sciences et technologies du numérique d’Allistene

I COMETS: Comité d’éthique du CNRS

I CEI: Comité d’éthique de l’Inserm

I COERLE: Comité opérationnel d’évaluation des risques légaux
et éthiques
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https://www.cnil.fr/en/home
http://www.ccne-ethique.fr/en
http://cerna-ethics-allistene.org/
http://www.cnrs.fr/comets/
https://www.inserm.fr/recherche-inserm/ethique/comite-ethique-inserm-cei-0
https://www.inria.fr/institut/organisation/instances/coerle/presentation-du-coerle
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Is (the outcome of) science necessarily good?

Are there things that are possible to do that we agree we should
not?
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(c) https://www.starwars.com/databank/clone-troopers
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Is (the way we do) science necessarily good?

Are there things that are possible to do that we agree we should
not?
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The Nuremberg Code
originated before, but finalized during ”the Doctors’ Trial” (1947)
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The Nuremberg Code
originated before, but finalized during ”the Doctors’ Trial” (1947)

10 main principles, including:
I Respect of the subject:

I informed consent
I freedom to quit the experiment

I Beneficience:
I favorable risks/benefits balance

I Justice:
I positive results for society
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The Belmont Report [Bel, 1979]
originated from ”Tuskegee Syphilis Experiment” (1932-1972)

By National Archives Atlanta, GA
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The Belmont Report [Bel, 1979]
originated from ”Tuskegee Syphilis Experiment” (1932-1972)

The report includes 3 main principles:

I Respect of the subject:
I informed consent

I Beneficience:
I favorable risks/benefits balance

I Justice:
I fair selection of the subjects
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https://ia800201.us.archive.org/3/items/belmontreporteth00unit/belmontreporteth00unit.pdf


[Chenaud et al., 2008] 36 / 39
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I it’s a question of time (spent
questioning/thinking)

I others have thought about it
before (get inspired)

I no ready-made solution
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(1979).
The belmont report : Ethical principles and guidelines for the
protection of human subjects of research.

Chenaud, C., Gigon, F., Ricou, B., and Merlani, P. (2008).
Le consentement éclairé pour la recherche aux soins intensifs
en suisse : quelle solution ?
Rev Med Suisse, 4:2691–2695.

Dittrich, D. and Kenneally, E. (2012).
The Menlo Report: Ethical Principles Guiding Information and
Communication Technology Research.
Technical report, U.S. Department of Homeland Security.

Spiekermann, S. (2015).
Ethical IT Innovation: A Value-Based System Design
Approach.
CRC Press.
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